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Abstract 

We consider the important practical and theoretical problem of designing a low-cost 
communications network which can survive failures of certain network components 
Our initial interest in this area was motivated by the need to design certain "two-
connected" survivable topologies for fiber optic communication networks of interest to 
the regional telephone companies. In this paper, we describe some polyhedral results 
for network design problems with higher connectivity requirements. We also report on 
some preliminary computational results for a cutting plane algorithm for various real 
world and random problems with high connectivity requirements which shows promise 
for providing good solutions to these difficult problems 



Introduction 

his paper focuses on the imporan t p r a c a l and t h e o r a l p r o b l m of desgning survivabl 

communication networks. Our initial interest i this area was motivated by the problem 

of designing survivable topologies for fiber optic communication networks for the regional 

telephone companies; see [BC88] and [CMW89] for an overview of this application and a 

description of a software tool developed at Bellcore. his application requires certain "two-

connected" topologies so that special offices can communicate after the failure of any singl 

network link or node. 

Our earlier work on two-connected network design problems included structural properties 

and worstcase analysis of heuristics [MMP90], practical heuristics [ S 8 9 ] , polyhedral re 

sults [ G 9 0 , G S 9 2 b ] , and computation with a cutting plane algorthm [ G S 9 2 a ] hi 

naturally leads to theoretical and algorithmic questions for network design problems with 

higher survivability requirements Structural properties were considered in [ B B 9 0 ] , and 

practical heuristics were considered in [ K 8 9 ] 

this paper, we describe polyhedral results, including natural integer programming for 

mulations, classes of valid and facetdefining inequalities, and their associated separation 

problems for network design problems with higher connectivity requirements We also re 

port computational results with a cutting plane algorithm on some random problems and 

on some realworld problems with high survivability demands he realworld problems we 

obtained turned out to be quite difficult; indeed, more difficult than we expected based on 

our success i solving network design problems for the telephone companies here seem 

to be several reasons for this: (a) the networks are large (almost 00 nodes), sparse, and 

have many Steiner nodes; (b) connectivity requirements of three or more seem to be much 

more difficult than two-connected problems; and (c) the cost structure is very regular whi 

makes proving optimality rather difficult 



S e c o n 2, we d e s b e the model of nework s u r v i v a b i y that we have i mind. he 

polyhedral results are presented in Section 3. he cutting plane implementation and com­

putational results are presented in Section 

odels of etwork Survivability 

n this section, we formalize the survivable network design problem that is being considered 

in this paper order to do this, we need to introduce the following notation. 

set V of nodes i given w h i h represent the locations that must be interconnected into a 

network in order to provide the desired services collection E of edges is also specified 

that represent the possible pairs of nodes between w h i h a direct link can be placed. We let 

G = (V, E) be the (undirected) graph of possible direct link connections. Each edge e £ E 

has a nonnegative fixed cost ce of establishing the direct link connection. he graph may 

have parallel edges but contains no loops he cost of establishing a network consisting of 

a subset F C E of edges is the sum of the costs of the individual links contained in F. he 

goal is to build a minimum-cost network so that the required survivability conditions, whi 

we describe below, are satified. 

Cr = (V, E) is a graph, W C V and F C E then we denote by G — and G — the graph 

that is obtained from by delet ing the node set W and the edge set F, resectively. For 

notational convenience we write G — v and G — e instead of G — {v} and G — { , resectively. 

he difference of two sets M and N is denoted by M\N. 

For any pair of distinct nodes s,t £ V, an [ s , t p a t h P is a sequence of nodes and edges 

i>o ei e2 , . . . u; e u;), where each edge e8- is incident with the nodes i and { (i 

1,. . . , /) , where v0 = s and v; = t, and where no node or edge appears more than once in P.  

collection Pi P2. . . . , Pk of [s, t p a t h s is called edge-disjoint if no edge appears i more 



han one path, and s caled node-disjoint if no node (except for s and ) appears in mor 

than one path. n particular, this implies that parallel edges between a pair of nodes s and t 

are considered to be n o d e d i o i n t s , t p a t h s his is in contrast to standard graph theory; 

but this modification of the definition was prompted by considerations that arise in practical 

situations We say that a graph G = (V, E) is k e d g e (resp. k n o d e ) connected if there 

are &-edge (resp. A;-node) d i o i n t paths between every pair of distinct nodes We note agai 

that this definition of A;-node connectivity differs from that of standard graph theory when 

parallel edges are present 

We measure connectivity not only between two nodes s and t but also between nodes lying 

in a given node set W. Let G = V E) be a graph with at least two nodes and W C V with 

W\ > 2. We set 

W minimum cardinality of a subset F of E, such that two 

nodes of are disconnected i G — F, and 

W minimum cardinality of a set S U F, where S V and 

F C E, such that two nodes of W are disconnected i 

(SUF) 

f \W\ < 2 or i has only one node then W) and W) are defined to be oo. 

he survivability conditions require that the network satisfy certain edge or node connectivity 

requirements To model these survivability conditions, we introduce the concept of node 

types. For each node s £ V a nonnegative integer r s , called the t ype of s, is specified. 

We say that the network N (V, F) to be designed satifies the node survivability 

condit ions if, for each pair s,t £ V of distinct nodes, N contains at least rst : m i r s , r t 

node d i o i n t [ s , t p a t h s . Similarly, we say that N (V, F) satifies the edge survivabiity 



condit ions i , for eac pai s, V of d i n c t nodes ontains rt edge d i o i n t [s, 

paths hese conditions ensure that some path between s and t will survive a prespecified 

level of node or link failures We introduce further symbols and conventions to denote these 

node- or edgesurvivability models 

Given a graph V E) and a vector of node types r r s ) e y , we assume — without 

loss of generality — that there are at least two nodes of the largest type. f we say that we 

consider the &NCON problem (for and r) then we mean that we are looking for a minimum-

cost network that satifies the node survivability conditions and where m a x r s s £ V 

Similarly, we speak of the ON problem for and r) . Furthermore we define 

{W max : u £ W; and 

con(W mi(W),r(V 

max : s £ W, t £ V 

for any C V. Let G = V E) be a graph. For Z C V, let SG(Z) denote the set of edges 

with one end node in Z and the other in V\Z. t is customary to call SG(Z) a cut. f it i 

clear with respect to which graph a cut SG(Z) is considered, we simply drop the index and 

write S(Z) We also write 8 ) for 8{v) f X, Y are subsets of V and X 0 Y = 0, we set 

[X : Y] {ij £ | i £ X,j £ Y; thus 8(X) [X : V\X] f Wx...., Wp are pairwise 

dijoint subsets of we denote by \W\ : • • • : Wp] the set of edges having their end nodes i 

different node sets. For any subset of edges F E, we let x(F) stand for the sum Y(zp 

Consider the following integer linear program for a graph (V} E) with edge costs c for 

all e £ E and node types rs for all s £ V: 



2.1) min J 

subec t to 

(i x(8(W)) > con(W) for all W C V, 0 ^ W V; 
(ii X ( S - Z ) ) > con(W Z\ for all pairs s , t £ V , s / t , and 

for all C V\{s}t} with 1 < Z | < r s 1, and 
for all W C V\Z with s G W, t G- W 

(iii 0 < xe < 1 for all G E; 
(i integral for all G £". 

t follows from enger's theorem that the feasible solutions of (2.1) are the incidence vectors 

of edge sets F such that N V F) satifies all node survivability conditions; i e . , (2.1) i 

an integer programming formulation of the A;NCON problem. Deleting inequalities (ii) from 

2.1) we obtain, again from enger's theorem, an integer programming formulation for the 

A;ECON problem. he inequalities of type (i) will be called cut inequalit ies and those of 

type (ii) will be called node cut inequalities. 

he polyhedral approach to the solution of the A;NCON (and similarly the & O N ) problem 

consists of studying the polyhedron obtained by taking the covex hull of the feasible solutions 

of 2.1) We set 

A;NCON(; r ) con x G R x satisfies 2.1) (i), (ii), (iii), (iv) 
O N ( ; r ) con x G R x satifies 2.1) ( i)( i i i )( iv) 

Polyhedral esults 

We briefly mention the idea behind the polyhedral approac and its goal We consider an 

integer programming problem like (2.1) We want to turn such an integer program into a 

linear program and solve it using L t e c h n i q u e s To do this, we define a polytope associated 

with the problem by taking the convex hull of the feasible (integral) solutions of a program 

like (2.1). Let P be such a convex hull We know from linear programming theory that, for 

any obect ive function c, the linear program mine , x G P has an optimum vertex solution 



f it has a soluton) his v e e x soluton is a feasble soluton of the i n i a l integer program 

and thus, by construction, an optimum solution of thi program. 

he difficulty with this approach is that mi x,x £ P is a linear program only "in princi 

ple". To provide an instance to an solver, we have to find a different description of P. 

he olytope P is defined as the convex hull of (usually many) points in R but we need 

a complete (linear) description of P by means of linear equations or inequalities he Weyl 

inkowski theorem tells us that both descriptions are in a sense equivalennt, in fact there 

are constructive procedures that compute one description of P from the other owever 

these procedures are inherently exponential and nobody knows how to make effective use of 

them, in particular, for N h a r d problem classes 

t present, no effective general techniques are known for finding complete or "good partial 

descriptions of such a polytope or large classes of facets here are a few basic techniques 

like the derivation of so-called Chvätal cuts (see [C73]). But most of the work is a kind of 

"art". Valid inequalities are derived from structural insights and the proofs that many of 

these inequalities define facets use technically-complicated ad-hoc arguments 

f large classes of valid and possibly facetdefining inequalities are found, one tries to use 

them algorithmically in the framework of a cutting plane algorithm. he principal idea here 

is the following. 

Note that — except for the trivial inequalities the classes of valid inequalities for the 

ECON and NCON problem stated i 2.1) contai a number of inequalities that is expo­

nential in the number of nodes of the given graph. nstead of solving an with all these 

inequalities, we solve one with a few "carefully selected" inequalities and we generate new 

inequalities as we need them. he main difficulty of this approach is in efficientl generating 

violated inequalities We state this task formally. 



1) Separation Problem for a cass C of i n e q u a l e s ) 

Given a vector y decide whether y satifies all inequalities in C and, if not, output an 

inequality violated by y. • 

We call an algorithm that solves (3.1) an (exact) separation a l r i t h m for C, and we say 

that it runs in polynomial time if its running time is bounded by a polynomial i | and 

the encoding length of y 

deep result of the theory of linear programming (see Grötschel Loväsz, Schriver [GLS88] 

states (roughly) that a linear program over a class C of inequalities can be solved in poly­

nomial time if and only if the separation problem for C can be solved in polynomial time. 

Being able to solve the separation problem thus has considerable theoretical consequences 

hi result makes use of the ellipsoid method and does not imply the existence of a "prac 

tically efficient" algorithm. owever, by combining separation algorithms with other 

solvers (like the simplex algorithms) can result in quite successful cutting plane algorithms; 

see Section 

We will now describe several classes of valid inequalities and indicate conditions under whi 

some of these inequalities define facets t turns out that results of this typ are very 

technical 

Dimension and Tivial Ineqali t ies 

Given a graph and node types r, we say that an edge e is essential w t h respect to 

£ ; E C O N ( ; r) or A ; N C O N ; r) i A;ECON( e; ) or Ä;NCON( e; ), r e sp , is empty. 

denote by & E E S ; r ) the set of edges essential for A;ECON( ) and by & N E S ; r ) the 

set of edges essential for A;NCON(; r) 



) Theore Le G = V, E) be a graph and l r G 0 , 1 , . . . , k v be given. 

(a) Suppose £ ; E C O N ( ; r) is nonempty. hen A ; E C O N ; r) C 1 for all 

A ;EES( ; r ) and di kECON{ )) \E kEES(;r)\ 

(b) Suppose A;NCON( ) is nonempty. hen A;NCON(; r) C I for all 

A ;NES( ; r ) and di A;NCON( )) A ;NES( ; r ) | 

Proof We onl prove (a) he proof of (b) is analogous) f e is an essential edge 

then clearl xe 1 for every incidence vector of a feasible graph, hence for all vectors 

x G £ ; E C O N ( ; r ) . So A ; E C O N ; r) can have dimension at most A;EES(; r ) | he 

incidence vectors of E E \ } for A ; E E S ; r) are linearly independent and feasible. 

herefore A ; E C O N ; r) has dimension exactl \E A ; E E S ; r)\. • 

We note that the problem of finding the set of essential edges and thus determining the di 

mension of A;ECON(; r) and & N C O N ( ; r) can be solved in polynomial time using network 

flow or graph connectivity algorithms 

he following theorem is a s e c i a l case of a theorem of Grötschel and onma [ G 9 0 ] that 

characterizes w h i h of the trivial inequalities (2.1)(iii) define facets of the A;ECON(; r) and 

the A;NCON(; r) polytopes 

) Theorem Let {V, E) be a graph and r G Z such that A ; E C O N ; r) (resp. 

A;NCON(; r)) is fulldimensional hen 

(a xe 1 defines a facet of A;ECON(; r) (resp A;NCON(; r)) for all e; 

(b) x > 0 defines a facet of A;ECON( (resp. A ; N C O N ; r)) if and only if for every edge 

e the polytope A;ECON(G - {e, ; r) (resp. A;NCON(G - {e, / } ; r)) is nonempty. 



Proof We prove this only for & O N ( ; r) . (For A;NCON(; r) , the proof i e x a c y the 

same.) Note that the fulldimensionality of A;ECON( ) implies that A;EES(; r) is empty. 

(a he \ incidence vectors of the sets E\f} for all e are linearly independent 

feasible, and all of them satisfy x 1, so the dimension of the face induced by x 1 is at 

least \E 1. But x 1 does not hold for all x £ A;ECON( ), so < 1 defines a facet 

(b f the polytope & O N ( G — e, / } ; r) i empty for some then x 0 implies 

for all x £ A;ECON(; r) , but not reversely. herefore, the face defined by > 0 is strictl 

contained in the face defined by < 1, w h i h is a facet by (a). So 0 does not define a 

facet f & O N ( G — e, }; r) is nonempty for all , then A;EES(G — e; r) is empty, hence 

A ; E C O N ( e ; r) i fulldimensional hus there are d i m ( O N ( ; r)) affinely independent 

vectors i A;ECON( e; r) hese vectors, enlarged by a component e of value 0, lie in the 

face defined by 0. Since thi face cannot be the whol O N ( ; r) polytope, it is a 

facet 

Cu I n e a l i t i e s 

n this section, we discuss the cut inequalit ies (2.1)(i) x ( j ) > con(W) for all 

V, V. he separation problem for cut inequalities is N h a r d if we allow the given 

vector y to have negative entries he reason is that the max-cut problem can be reduced to 

it. But separation can be erformed in polynomial time for nonnegative vectors (we are onl 

interested in 0 < 1) by using network flow or graph connectivity algorithms as follows 

Let us consider the class C of cut inequalities 2.1)(i) and let y be some vector in H with  

for all e £ E. We view the components y as capacities of the edges of the given 

graph G = (V E) and compute a Gomory- tree (using the Gusfield version that consists 

of 1 calls of a max-flow algorithm and some bookkeeping; see [ G 6 1 , G87]) he 

Gomory- tree has the property that, for any two nodes V, the minimum capacity 



of a cut separatng u and given by the smalest weght of an edge that is contained 

the unique path linking u and in the G o m o r y - u tree. aving the G o m o r y - u tree with 

weights we for all e £ we can determine whether y satifies all cut inequalities as follows 

For each edge e, let Ve and V'e denote the node sets of the two components of (V, e) 

there is an edge e £ E with 

m i m a x r ^ £ V m a x r „ £ V } } 

then y violates the inequality x(8(V)) c o n ( ) , otherwise y satifies all cut inequalities 

G o m o r y - u trees can be computed quite efficiently i practice. hus the class of cut inequal 

ities i very useful for the cutting plane approach from the algorithmi point of view. he 

class of cut inequalities also contains many facetdefining inequalities, whi theoreticall 

ustifies the utilization of cut inequalities 

ecently, ao and Orli 092] devised an algorithm for finding a cut of minimum capacity 

i a graph, which has the same running time as the max-flow algorithm. But it does not 

output a G o m o r y - u tree, which is needed in some of our separation routines for the more 

general class of partition inequalities described in Section 3. 

he following theorem was proven by Stoer [S92] and gives necessary and sufficient conditions 

for a cut inequality to define a facet for O N ( ; r) when is (k + l ) e d g e connected and 

where all nodes have the same type k. 

4 Theorem Let G = (V} E) be a (k + l ) e d g e connected graph, let rv k for all nodes 

£ V, and let W be a nonempty node set Define for eac W{ C W with 0 ^ W{ 

the deficit of W{ as 

d e f ( W ) : m a x 0 , k \SG[W](W 

Define similarly for U% C V\W with 0 ^ Ut V\W 

AeiG{U) : max0 ,A 5G[v\w]{U 

11 



he cut inequal 

x ( 8 ) ) > 

defines a facet of the polytope A;ECON(; r) of A;-edge connected graphs if and only if 

(a W ]̂ and Vr\W] are connected, and 

(b) for all edges £ E( U E(V\W) 

for all pairwise d i o i n t nodesets W,. . . W > 0) of W with for all i 

and for all pairwise d i o i n t nodesets ,. . . , Uq (q ) of Vr\W with V\W for 

all i} the following inequality holds: 

Xde X > ( * 7 , " |U W : jj t/, k. 

We refer to [S92] for the details of the proof of (2.3) that is rather long and involved. 

present a corollary that provides some simple minimal sufficient and some maximal necessary 

conditions on the connectivity of fW ]̂ a n d W \ \ these were originally proven in [ G 9 0 ] 

5) Corollary Let (V, E) be a (-\- l ) e d g e connected graph, let rv k for all nodes 

f V , and let W V be nonempty node set 

(a W'] or Vr\Wr] is at most [A;/2]edge connected then x(8(W)) k does not define 

a facet of A ; E C O N ; r) 

(b) W ]̂ and y\W r] are A;-edge connected then x((W)) defines a facet of 

A ; E C O N ( ) 

For the case of & O N ( ; r) and A;NCON(; r) problems with arbitrary node types, we do 

not know of any general results characterizing those cut inequalities that are facetdefining. 

owever, in the case of 2 E O N ( ; r) and 2 N C O N ( ; r) problems, i e . , where rv £ 0 ,1 , 

for all nodes , we do know necessary and coefficient conditions; see [ G S 9 2 b ] 

12 



ode Cu I n e a l i t i e s 

n this s e c o n , we d i u s s the node cut i n e q u a l e s 2.1) 

x(8G-z)) > con(W Z\ for all pairs s, eV,s ^t 
for all Z C V\{s}t} with 1 < Z\ < l , and 
for all C V\Z with seW,t<£W. 

hese inequalities are valid for A;NCON(; r) but are not generall valid for & O N ( ; r) 

s in the case of cut inequalities the separation problem for node cut and for cut inequalities 

is N h a r d if the given vector y is allowed to have negative entries he separation problem 

is solvable i polynomial time if we restrict the input to nonnegative vectors he algorithm 

works as follows 

Consider the class C of node cut inequalities (2.1)(ii) and of cut inequalities (2.1)(i), let y 

be some vector i with 0 y for all e £ E, and let G = (V, E) be the given graph. 

construct a directed graph D (N} A) from in the following way. Each node £ V i 

replaced by two nodes of that are linked by an arc ) with capacity one. Each 

edge £ E is replaced by two arcs ( u ) and ( r ) each with capacity ye. Let CV 

be a set of k nodes of maximal type, i e . for all s £ S and t £ V\S. For all s £ 

and all t s with 1 we compute a minimum capacity cut C of value c' separating s 

and '. Such a cut is of the form 8W) := {(i) :ieWje N\W, where W C N and 

£ W he arcs i cor resond either to arcs of the form ) for some £ V or to 

arcs of the type (u ) for some edge uw £ £". ithout loss of generality, if and 

^ then either can be moved to N\W or can be moved to W We let 

{t 

uw £ £ : ( and 

{W£ y £ M 


