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What is Software Aging?

ñprogressive degradation of the running software 
that may lead to system crashes or undesirable hang 
upsò

caused by memory leaks, unterminated threads, 
unreleased file descriptors, accumulated numerical 
errors...

a more suitable name: software running image aging

ñSoftware aging was responsible for the loss of the Patriot 

anti-missile in the Gulf-war. The solution for the problem 

was to reboot and restart the Patriot Software every 8 

hoursò. 

Science, page 1347, March 13, 1992
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Examples of Aging Applications

This problem has been reported in operating 
systems, web-servers, enterprise clusters, OLTP 
systems, spacecraft systems, grid middleware...

Have you ever used MS Windows? �-

Especially vulnerable are always-on / long -running 
applications 

web and application servers

serious aging observed in Apache Axis 1.3, 1.4


