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Stages of Problem Fixing 

Deployment process of (large) software systems

Write/ test / fix code

Install and integrate / update

Configure, deploy, operate

Find rare bugs & performance
bottlenecks

Fix config & code bugs, be
happy!

higher
costs of

bug
fixing

diagnosis / RCA: costly, 
tedious, slow

legacy, COTS, complex apps: 
inpossible or infeasible

Reality: Patch, hack, wait for update



Artur Andrzejak SelfMan@SASO2009

Examples of Problems
Rare events: long tail, but cumulatively a big nuisance

Deadlocks

Bugs due to interoperability & rare inputs 

Non-deterministic (hardware) faults

Estimated to be 100x times more frequent than 
repeatable faults

Performance degradation after long running time

Software aging: corruption of application state

Software update problems

incompatible libraries

systems too large to try in a sandbox first
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Reasons for Problems
Impossible to fix

legacy, COTS, black-box apps (e.g. Windows, SAP)

Too costly (time & money) to fix

Configuration options can be overwhelming

Debugging apps with >10 6 LOC is not an option if you 
want to set up a web app / site in few months

Hard to diagnose / perform root cause analysis

a major headache in large, distributed industrial 
installations

too dynamic: IT management of large companies does not 
even know which servers are in the system at a time

manifest only after a long running time


